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Process of Locating and Correcting Network
Problems (Faults)

Identifying the Occurrence
Isolating the Cause

Correcting the Fault



Reliablility

Conditional Probability, No Repair or Critical

Availability

Time Instance, Failure and Repair

_ MTTF
MTTF+MTTR

Safety

Fault Tolerance

B.W.Johnson, Design and Analysis of Fault-Tolerant Digital Syste ~ ms, Addison-Wesley, 1989



Improved Reliability and Availability
Quickly Detect Problems and Initiate Recovery
Fire Fighting Situation

Break the Cycle of Faults l@
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Gathering Information
Trap-based only: old data
Trade-off between Polling and Trap

Deciding which Fault to Manage
Scope of Control
Size of Network
Importance
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Simple Tool
Just Ping

More Complex Tools
Events Reported




%

SERGEANT: 1 MB of Memory
Overflow under Bursts
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Interpret Network Event
Link Down?

Carrier Signal on Source
Carrier Exist?

Interface in Loopback

Test PHY Layer
Test Pass?
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Advanced Tools
Can not send e-mails from HERMES to ZEUS
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LINK FAILURE between Europe Node and US Node

LINK FAILURE between Europe Node and US Node
STOP DEC to IBM Traffic

LINK FAILURE between Europe Node and US Node
Impacts DEC to IBM Traffic

SWITCH FAILURE in New York
NO ACCESS to Boston, Buffalo, Newark, Washington DC
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Faults based-on Duration:

Permanent
Exists in a network until repair

Intermittent

Occur on a discontinuous and periodic basis causing a
degradation of service for short periods of time

Frequently re-occurring significantly jeopardize service
performance.
Transient

Temporary and minor degradation of service. They are
usually automatically repaired by error recovery
procedures.



External manifestations of failures
Observed as alarms

Notifications may originate from

management agents via management protocol
messages

from management systems that monitor the network
status,

system log-files




Faults may be directly observable
Problems and symptoms at the same time

Faults may be unobservable due to
Their intrinsically unobservable nature

Local corrective mechanisms built into a management system that
destroy evidence of fault occurrence

Lack of management functionality necessary to provide indications
of fault existence

Faults may be partially-observable

Management system provides indications of a fault occurrence, but
the indications are not sufficient to precisely locate the fault.




Error: IP headers
are discarded
because of
incorrect body

Fault: One of

interfaces gets out
of sync every
.25ms

d

Error: Bursts of
noise are generated
causing bit errors
in IP packets

Router A

Error: IP packets
are discarded
because of bad
header

Failure: The
expected response
does not arrive
before time-out.
Transaction is
aborted

J
Alarm: Transaction
aborted alarm.

‘. Database client
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Fault localization

A set of observed fault indications Is analyzed to
find an explanation of the alarms.

Referred to as fault isolation, alarm/event
correlation, and root cause analysis

Testing

Given a number of possible hypotheses,
determines the actual faults.
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Fault evidence may be ambiguous, inconsistent,
and incomplete

Ambiguity: Same alarm generated as an indication of many
different faults

Inconsistency: Disagreement among devices with regard to
the facts related to network operation

Incompleteness: Alarm loss or delay
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Inaccuracy and Inconsistency: Non-determinism
Alarms generated by a fault may depend on many factors
Dependencies among network devices
Current configurations
Services in use
Presence of other faults
Values of network parameters

Inaccurate Fault Evidence

Spurious alarms

Generated by transient problems or as a result of overly
sensitive fault detection mechanisms
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A single alarm may indicate different types of faults
Testing to enable resolving these ambiguities

Lack of automated testing techniques makes it impossible to verify a
possible answer in real-time

Try to isolate a set of probable fault hypotheses that may be later verified on-
or off-line depending on the available testing techniques

A measure should be associated with each formulated hypothesis
based on some measure of goodness

A probability that a hypothesis is valid

Optimality criteria

Minimum size of the hypotheses set, lowest cost solution, the lowest error
probability, ...
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Fault localization process in large networks
should be performed in a distributed fashion

Fault management system may be provided with
Indications of faults that did not happen In its
management domain and/or be unable to detect all
symptoms of faults existing in its management
domain.
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Fault localization techniques

A

Al techniques Model traversing Fault propagation
techniques models
Rule-based Code-based
systems ¢ hoianes
Neural techniques Depﬂndﬂl:l{:}r
networks graphs
Model-based L Bﬂ}regian
systems < networks Causality
— Decision trees —>  oraphs
Case-based
.‘_

systems i
Phrase structured

gramimars
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Expert systems try to reflect actions of a human
expert

Knowledge base imitates knowledge of a human

Surface Knowledge
Resulting from experience
Deep Knowledge

Resulting from understanding the system behavior from its
principles.
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Rule-based Systems

forward-chaining: executes in a sequence of rule-firing cycles.

Do not require understanding of the underlying system
architectural and operational principles

For small systems, may provide a powerful tool for eliminating the
least likely hypotheses

Disadvantages:
Inability to learn from experience
Inability to deal with unseen problems
Difficulty in updating the system knowledge

Case-based Systems
Neural Networks
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CBR Process \_ Y,

T~
CURRENT\-. RETRIEVE
NETWORK ! BEST MATCHED
STATE CASES
-
EVALUATE THROUGH
IMPLEMENT . COMPARISON TO . ADAPT TO CURRENT
SOLUTION IN REAL OTHER CASES OR SITUATION
WORLD SIMULATION
EVALUATE RESULTS NEEDS IMPROVEMENT

AND ADD TO CASE
LIBRARY
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Alarm Filtering

Compression

Reduction of multiple occurrences of the same alarm into a single
alarm

Count

Substitution of a specified number of occurrences of similar
alarms or alarm categories with a new alarm

Suppression

Inhibiting a low-priority alarm in the presence of a higher-priority
alarm

Generalization

Referring to an alarm by its super-class where the super-classes
are determined by domain experts
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Event Correlator: High Level




*o0# 1

Simple Example:

By knowing the network topology the correlator
may find out that those events might be related
and point to the router.
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Hybrid System
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Dependency Graph
Nodes (objects): Managed objects (MOs)
Edges: Functional dependencies between MOs
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Raw events: Mapped to corresponding objects of the
dependency graph

An input event is hereby interpreted as fault message and mapped to
the object that is indicated to be faulty
Search through the dependency graph: Looks for objects from
which all (or many) initial objects depend on
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Directed acyclic graph
Nodes correspond to events
Edges describe cause-effect relationships between events
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Observable alarms are converted to form a vector
code, which can be used to speedily identify the
underlying problems by reference to the codebooks.

Distinction among problems is measured in terms of
the Hamming distance between their codes.

This allows a certain degree of tolerance to lost or
corrupted alarm information.
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Fault propagation patterns represented by a matrix of problem
codes
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Symptom-Fault Map
Bi-Partite Directed Graph

For every fault, causal relationships between dudt fand
a set of symptoms observed when the fault occurs.

Faults:
Independent Fault Probabillity:
Symptoms:
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Edge between “fault-node” and “symptom-
node” indicates that Fault may cause
Symptom

The edge is weighted with the probability of the
causal implication
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Purpose of Fault Localization

To find subset of Faults that maximizes the

probability that

All faults in the subset occur

Each symptom in Observed Symptom Set is explained
by at least one fault from Fault Subset.

Subset of Faults

Observed Symptom Set
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Combinatorial Algorithm

Evaluating all possible combinations of faults with
regard to their ability to explain all observed
symptoms

%
&
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A given combination of faults
A set of observed symptoms

Measure of Goodness (Independent Faults)
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It is frequently assumed that the number of faults that occur simultaneously is small.
This suggests that, in the combinatorial algorithm, we should start evaluating fault
combinations from those that contain the fewest faults and terminate the search as

soon as an explanation of all symptoms is known.

Time Complexity:
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Belief network a directed acyclic graph

Each node represents a random variable
The set of all nodes is denoted by V

The set of directed edges denotes causal
relationships

Strengths of these influences are specified by
conditional probabillities.
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An assignment of values to variables

Value of a Variable in an Assignment
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Most Probable Explanation (MPE)

Find an assignment that best explains the
observed evidence

Set of all parents
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A Belief Network for Fault Localization
Nodes are {0,1}-valued random variables
A variable represents a failure of a particular system entity

An assignment of one or zero indicates that the system entity
experiences or does not experience the represented failure

Failure of one entity may cause a failure of another
entity

Represented by a causal edge between the corresponding
belief network nodes

Weighted with the probability of the causal implication.
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Symptoms and Evidence
Negative Symptom
Observation that an entity experiences a particular failure
positive symptom
Does not experience this failure

Set of all observed symptoms

Evidence set €

Observability Ratio:




[# O

Finding the set of root problems that best
explains the set of observed symptoms using
a belief network as a fault propagation model.

Computing the MPE query In belief network
based on the evidence set €.
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Allow reasoning under uncertainty

consequent observable failures are not
guaranteed to occur or, when they occur, may not
be severe enough to be detected by the
management system

Be resilient to lost and spurious symptoms

Be able to isolate multiple simultaneous faults
even If their symptoms overlap
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Be event-driven as opposed to window-

based.

Window-based techniques work with a set of symptoms observed
over a specified period of time, which are analyzed together to
propose their explanation.

These techniques are inflexible, as they do not allow different
time-windows in the analysis of different problems.

Have a high accuracy and a low-polynomial
computational complexity
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Multi-layer fault localization

In modern services (such as e-commerce) fault localization
techniques capable of isolating faults in application and service
layers are needed.
Upper layers depend on lower layers
It is not uncommon for a minor low-level problem to heavily
affect a service delivered to a user
Fault management system has to integrate fault diagnosis
across multiple protocol layers

Difficult to achieve

Faults, as they propagate between system layers, change
their semantics, and thus a correlation between an original
fault and an observed system disorder is not obvious.
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Temporal correlation among events

Many researchers have concluded that temporal
relationships between events provide valuable
information that could be used in the alarm correlation
process

Alarms caused by the same fault are likely to be
observed within a short time after the fault
occurrence.
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Distributed fault localization technigues

Fault localization in mobile networks

The well known issues of environment-related device failures,
inherently unreliable communication medium, power supply
problems, and restricted bandwidth, which are typically
associated with a wireless environment, also affect the fault
management function.

New failures to consider, higher fault frequencies, higher
symptom loss rates, increased number of transient faults,
less computing resources available, and severely restricted
amount of management information that may be
exchanged between network nodes.



FMS: A Fault Management System based on
the OSI Standards

Three types of fault management applications
Fault Maintenance Application (FMA)
Log Maintenance Application (LMA)
Diagnostic Test Application (DTA)






The Management Applications have
been developed in C++

Common Management Information
Service (CMIS):

enables the access and manipulation
of management information

Common Management Information
Protocol (CMIP)

OSI System Manager:

An application which has responsibility
for one or more management activities.

Comprises a set of programs which
connect the OSI System Management
Agent and retrieve the management
information.

Implementation of the CMIS primitives.
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